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INFORMATION TECHNOLOGY ACT 

The Information Technology Act, 2000 or ITA, 2000 or IT Act, was notified on October 17, 2000. 
It is the law that deals with cybercrime and electronic commerce in India. In this article, we will 
look at the objectives and features of the Information Technology Act, 2000. 

Information Technology Act, 2000 

In 1996, the United Nations Commission on International Trade Law (UNCITRAL) adopted the 
model law on electronic commerce (e-commerce) to bring uniformity in the law in different 
countries. 

Further, the General Assembly of the United Nations recommended that all countries must 
consider this model law before making changes to their own laws. India became the 12th country 
to enable cyber law after it passed the Information Technology Act, 2000. 

While the first draft was created by the Ministry of Commerce, Government of India as the E-
Commerce Act, 1998, it was redrafted as the ‘Information Technology Bill, 1999’, and passed in 
May 2000. 

Objectives of the Act 

The Information Technology Act, 2000 provides legal recognition to the transaction done via an 
electronic exchange of data and other electronic means of communication or electronic 
commerce transactions. 

This also involves the use of alternatives to a paper-based method of communication and 
information storage to facilitate the electronic filing of documents with the Government 
agencies. 

Further, this act amended the Indian Penal Code 1860, the Indian Evidence Act 1872, the Bankers’ 
Books Evidence Act 1891, and the Reserve Bank of India Act 1934. The objectives of the Act are 
as follows: 

 Grant legal recognition to all transactions done via an electronic exchange of data or other 
electronic means of communication or e-commerce, in place of the earlier paper-based method 
of communication. 



 

Page | 2 

 Give legal recognition to digital signatures for the authentication of any information or matters 
requiring legal authentication 

 Facilitate the electronic filing of documents with Government agencies and also departments 

 Facilitate the electronic storage of data 
 Give legal sanction and also facilitate the electronic transfer of funds between banks and financial 

institutions 
 Grant legal recognition to bankers under the Evidence Act, 1891 and the Reserve Bank of India 

Act, 1934, for keeping the books of accounts in electronic form. 

 

Applicability and Non-Applicability of the Act 

Applicability 

According to Section 1 (2), the Act extends to the entire country, which also includes Jammu and 
Kashmir. In order to include Jammu and Kashmir, the Act uses Article 253 of the constitution. 
Further, it does not take citizenship into account and provides extra-territorial jurisdiction. 

Section 1 (2) along with Section 75, specifies that the Act is applicable to any offense or 
contravention committed outside India as well. If the conduct of person constituting the offense 
involves a computer or a computerized system or network located in India, then irrespective of 
his/her nationality, the person is punishable under the Act. 

Lack of international cooperation is the only limitation of this provision. 

 

Salient Features of I.T Act 

The salient features of the I.T Act are as follows − 

 Digital signature has been replaced with electronic signature to make it a more 
technology neutral act. 

 It elaborates on offenses, penalties, and breaches. 

 It outlines the Justice Dispensation Systems for cyber-crimes. 

 It defines in a new section that cyber café is any facility from where the access to the 
internet is offered by any person in the ordinary course of business to the members of the 
public. 

 It provides for the constitution of the Cyber Regulations Advisory Committee. 
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 It is based on The Indian Penal Code, 1860, The Indian Evidence Act, 1872, The Bankers' 
Books Evidence Act, 1891, The Reserve Bank of India Act, 1934, etc. 

 It adds a provision to Section 81, which states that the provisions of the Act shall have 
overriding effect. The provision states that nothing contained in the Act shall restrict any 
person from exercising any right conferred under the Copyright Act, 1957. 

Scheme of I.T Act 

The following points define the scheme of the I.T. Act − 

 The I.T. Act contains 13 chapters and 90 sections. 

 The last four sections namely sections 91 to 94 in the I.T. Act 2000 deals with the 
amendments to the Indian Penal Code 1860, The Indian Evidence Act 1872, The Bankers’ 
Books Evidence Act 1891 and the Reserve Bank of India Act 1934 were deleted. 

 It commences with Preliminary aspect in Chapter 1, which deals with the short, title, 
extent, commencement and application of the Act in Section 1. Section 2 provides 
Definition. 

 Chapter 2 deals with the authentication of electronic records, digital signatures, 
electronic signatures, etc. 

 Chapter 11 deals with offences and penalties. A series of offences have been provided 
along with punishment in this part of The Act. 

 Thereafter the provisions about due diligence, role of intermediaries and some 
miscellaneous provisions are been stated. 

 The Act is embedded with two schedules. The First Schedule deals with Documents or 
Transactions to which the Act shall not apply. The Second Schedule deals with electronic 
signature or electronic authentication technique and procedure. The Third and Fourth 
Schedule are omitted. 

Application of the I.T Act 

As per the sub clause (4) of Section 1, nothing in this Act shall apply to documents or transactions 
specified in First Schedule. Following are the documents or transactions to which the Act shall 
not apply − 

 Negotiable Instrument (Other than a cheque) as defined in section 13 of the Negotiable 
Instruments Act, 1881; 

 A power-of-attorney as defined in section 1A of the Powers-of-Attorney Act, 1882; 

 A trust as defined in section 3 of the Indian Trusts Act, 1882; 

 A will as defined in clause (h) of section 2 of the Indian Succession Act, 1925 including 
any other testamentary disposition; 
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 Any contract for the sale or conveyance of immovable property or any interest in such 
property; 

 Any such class of documents or transactions as may be notified by the Central 
Government. 

Amendments Brought in the I.T Act 

The I.T. Act has brought amendment in four statutes vide section 91-94. These changes have 
been provided in schedule 1-4. 

 The first schedule contains the amendments in the Penal Code. It has widened the scope 
of the term "document" to bring within its ambit electronic documents. 

 The second schedule deals with amendments to the India Evidence Act. It pertains to the 
inclusion of electronic document in the definition of evidence. 

 The third schedule amends the Banker's Books Evidence Act. This amendment brings 
about change in the definition of "Banker's-book". It includes printouts of data stored in 
a floppy, disc, tape or any other form of electromagnetic data storage device. Similar 
change has been brought about in the expression "Certified-copy" to include such 
printouts within its purview. 

 The fourth schedule amends the Reserve Bank of India Act. It pertains to the regulation 
of fund transfer through electronic means between the banks or between the banks and 
other financial institution. 

Intermediary Liability 

Intermediary, dealing with any specific electronic records, is a person who on behalf of another 
person accepts, stores or transmits that record or provides any service with respect to that 
record. 

According to the above mentioned definition, it includes the following − 

 Telecom service providers 

 Network service providers 

 Internet service providers 

 Web-hosting service providers 

 Search engines 

 Online payment sites 

 Online auction sites 

 Online market places and cyber cafes 

Highlights of the Amended Act 
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The newly amended act came with following highlights − 

 It stresses on privacy issues and highlights information security. 

 It elaborates Digital Signature. 

 It clarifies rational security practices for corporate. 

 It focuses on the role of Intermediaries. 

 New faces of Cyber Crime were added. 

 

Digital Signature 

A digital signature is a technique to validate the legitimacy of a digital message or a document. 
A valid digital signature provides the surety to the recipient that the message was generated by 
a known sender, such that the sender cannot deny having sent the message. Digital signatures 
are mostly used for software distribution, financial transactions, and in other cases where there 
is a risk of forgery. 

Electronic Signature 

An electronic signature or e-signature, indicates either that a person who demands to have 
created a message is the one who created it. 

A signature can be defined as a schematic script related with a person. A signature on a 
document is a sign that the person accepts the purposes recorded in the document. In many 
engineering companies digital seals are also required for another layer of authentication and 
security. Digital seals and signatures are same as handwritten signatures and stamped seals. 

Digital Signature to Electronic Signature 

Digital Signature was the term defined in the old I.T. Act, 2000. Electronic Signature is the term 
defined by the amended act (I.T. Act, 2008). The concept of Electronic Signature is broader than 
Digital Signature. Section 3 of the Act delivers for the verification of Electronic Records by 
affixing Digital Signature. 

As per the amendment, verification of electronic record by electronic signature or electronic 
authentication technique shall be considered reliable. 

According to the United Nations Commission on International Trade Law 
(UNCITRAL), electronic authentication and signature methods may be classified into the 
following categories − 

 Those based on the knowledge of the user or the recipient, i.e., passwords, personal 
identification numbers (PINs), etc. 

 Those bases on the physical features of the user, i.e., biometrics. 
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 Those based on the possession of an object by the user, i.e., codes or other information 
stored on a magnetic card. 

 Types of authentication and signature methods that, without falling under any of the 
above categories might also be used to indicate the originator of an electronic 
communication (Such as a facsimile of a handwritten signature, or a name typed at the 
bottom of an electronic message). 

According to the UNCITRAL MODEL LAW on Electronic Signatures, the following technologies 
are presently in use − 

 Digital Signature within a public key infrastructure (PKI) 

 Biometric Device 

 PINs 

 Passwords 

 Scanned handwritten signature 

 Signature by Digital Pen 

 Clickable “OK” or “I Accept” or “I Agree” click boxes 

 

The faster world-wide connectivity has developed numerous online crimes and these increased 
offences led to the need of laws for protection. In order to keep in stride with the changing 
generation, the Indian Parliament passed the Information Technology Act 2000 that has been 
conceptualized on the United Nations Commissions on International Trade Law (UNCITRAL) 
Model Law. 

The law defines the offenses in a detailed manner along with the penalties for each category of 
offence. 

Offences 

Cyber offences are the illegitimate actions, which are carried out in a classy manner where either 
the computer is the tool or target or both. 

Cyber-crime usually includes the following − 

 Unauthorized access of the computers 

 Data diddling 

 Virus/worms attack 

 Theft of computer system 

 Hacking 

 Denial of attacks 

 Logic bombs 
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 Trojan attacks 

 Internet time theft 

 Web jacking 

 Email bombing 

 Salami attacks 

 Physically damaging computer system. 

 

The offences included in the I.T. Act 2000 are as follows − 

 Tampering with the computer source documents. 

 Hacking with computer system. 

 Publishing of information which is obscene in electronic form. 

 Power of Controller to give directions. 

 Directions of Controller to a subscriber to extend facilities to decrypt information. 

 Protected system. 

 Penalty for misrepresentation. 

 Penalty for breach of confidentiality and privacy. 

 Penalty for publishing Digital Signature Certificate false in certain particulars. 

 Publication for fraudulent purpose. 

 Act to apply for offence or contravention committed outside India Confiscation. 

 Penalties or confiscation not to interfere with other punishments. 

 Power to investigate offences. 

 

Example: 

Offences Under The IT Act 2000 

Section 65. Tampering with computer source documents 

Whoever knowingly or intentionally conceals, destroys or alters or intentionally or knowingly 
causes another to conceal, destroy or alter any computer source code used for a computer, 
computer program, computer system or computer network, when the computer source code is 
required to be kept or maintained by law for the being time in force, shall be punishable with 
imprisonment up to three year, or with fine which may extend up to two lakh rupees, or with 
both. 
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Explanation − For the purpose of this section “computer source code” means the listing of 
programs, computer commands, design and layout and program analysis of computer resource 
in any form. 

Object − The object of the section is to protect the “intellectual property” invested in the 
computer. It is an attempt to protect the computer source documents (codes) beyond what is 
available under the Copyright Law 

 

Essential ingredients of the section 

knowingly or intentionally concealing 

knowingly or intentionally destroying 

knowingly or intentionally altering 

knowingly or intentionally causing others to conceal 

knowingly or intentionally causing another to destroy 

knowingly or intentionally causing another to alter. 

This section extends towards the Copyright Act and helps the companies to protect their source 
code of their programs. 

Penalties − Section 65 is tried by any magistrate. 

This is cognizable and non-bailable offence. 

Penalties − Imprisonment up to 3 years and / or 

Fine − Two lakh rupees. 

The following table shows the offence and penalties against all the mentioned sections of the 
I.T. Act − 

Section Offence Punishment Bailability and 
Congizability 

65 Tampering with Computer Source 
Code 

Imprisonment up to 3 years 
or fine up to Rs 2 lakhs 

Offence is 
Bailable, 
Cognizable and 
triable by Court 
of JMFC. 
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66 Computer Related Offences Imprisonment up to 3 years 
or fine up to Rs 5 lakhs 

Offence is 
Bailable, 
Cognizable and 

66-A Sending offensive messages through 
Communication service, etc... 

Imprisonment up to 3 years 
and fine 

Offence is 
Bailable, 
Cognizable and 
triable by Court 
of JMFC 

66-B Dishonestly receiving stolen 
computer resource or 
communication device 

Imprisonment up to 3 years 
and/or fine up to Rs. 1 lakh 

Offence is 
Bailable, 
Cognizable and 
triable by Court 
of JMFC 

66-C Identity Theft Imprisonment of either 
description up to 3 years 
and/or fine up to Rs. 1 lakh 

Offence is 
Bailable, 
Cognizable and 
triable by Court 
of JMFC 

66-D Cheating by Personation by using 
computer resource 

Imprisonment of either 
description up to 3 years and 
/or fine up to Rs. 1 lakh 

Offence is 
Bailable, 
Cognizable and 
triable by Court 
of JMFC 

66-E Violation of Privacy Imprisonment up to 3 years 
and /or fine up to Rs. 2 lakh 

Offence is 
Bailable, 
Cognizable and 
triable by Court 
of JMFC 

66-F Cyber Terrorism Imprisonment extend to 
imprisonment for Life 

Offence is Non-
Bailable, 
Cognizable and 
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triable by Court 
of Sessions 

67 Publishing or transmitting obscene 
material in electronic form 

On first Conviction, 
imprisonment up to 3 years 
and/or fine up to Rs. 5 lakh 
On Subsequent Conviction 
imprisonment up to 5 years 
and/or fine up to Rs. 10 lakh 

Offence is 
Bailable, 
Cognizable and 
triable by Court 
of JMFC 

67-A Publishing or transmitting of 
material containing sexually explicit 
act, etc... in electronic form 

On first Conviction 
imprisonment up to 5 years 
and/or fine up to Rs. 10 lakh 
On Subsequent Conviction 
imprisonment up to 7 years 
and/or fine up to Rs. 10 lakh 

Offence is Non-
Bailable, 
Cognizable and 
triable by Court 
of JMFC 

67-B Publishing or transmitting of 
material depicting children in 
sexually explicit act etc., in electronic 
form 

On first Conviction 
imprisonment of either 
description up to 5 years 
and/or fine up to Rs. 10 lakh 
On Subsequent Conviction 
imprisonment of either 
description up to 7 years 
and/or fine up to Rs. 10 lakh 

Offence is Non 
Bailable, 
Cognizable and 
triable by Court 
of JMFC 

67-C Intermediary intentionally or 
knowingly contravening the 
directions about Preservation and 
retention of information 

Imprisonment up to 3 years 
and fine 

Offence is 
Bailable, 
Cognizable. 

68 Failure to comply with the directions 
given by Controller 

Imprisonment up to 2 years 
and/or fine up to Rs. 1 lakh 

Offence is 
Bailable, Non-
Cognizable. 
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69 Failure to assist the agency referred 
to in sub section (3) in regard 
interception or monitoring or 
decryption of any information 
through any computer resource 

Imprisonment up to 7 years 
and fine 

Offence is Non-
Bailable, 
Cognizable. 

69-A Failure of the intermediary to 
comply with the direction issued for 
blocking for public access of any 
information through any computer 
resource 

Imprisonment up to 7 years 
and fine 

Offence is Non-
Bailable, 
Cognizable. 

69-B Intermediary who intentionally or 
knowingly contravenes the 
provisions of sub-section (2) in 
regard monitor and collect traffic 
data or information through any 
computer resource for cybersecurity 

Imprisonment up to 3 years 
and fine 

Offence is 
Bailable, 
Cognizable. 

70 Any person who secures access or 
attempts to secure access to the 
protected system in contravention of 
provision of Sec. 70 

Imprisonment of either 
description up to 10 years 
and fine 

Offence is Non-
Bailable, 
Cognizable. 

70-B Indian Computer Emergency 
Response Team to serve as national 
agency for incident response. Any 
service provider, intermediaries, 
data centres, etc., who fails to prove 
the information called for or comply 
with the direction issued by the 
ICERT. 

Imprisonment up to 1 year 
and/or fine up to Rs. 1 lakh 

Offence is 
Bailable, Non-
Cognizable 

71 Misrepresentation to the Controller 
to the Certifying Authority 

Imprisonment up to 2 years 
and/ or fine up to Rs. 1 lakh. 

Offence is 
Bailable, Non-
Cognizable. 
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72 Breach of Confidentiality and privacy Imprisonment up to 2 years 
and/or fine up to Rs. 1 lakh. 

Offence is 
Bailable, Non-
Cognizable. 

72-A Disclosure of information in breach 
of lawful contract 

Imprisonment up to 3 years 
and/or fine up to Rs. 5 lakh. 

Offence is 
Cognizable, 
Bailable 

73 Publishing electronic Signature 
Certificate false in certain particulars 

Imprisonment up to 2 years 
and/or fine up to Rs. 1 lakh 

Offence is 
Bailable, Non-
Cognizable. 

74 Publication for fraudulent purpose Imprisonment up to 2 years 
and/or fine up to Rs. 1 lakh 

Offence is 
Bailable, Non-
Cognizable. 

Compounding of Offences 

As per Section 77-A of the I. T. Act, any Court of competent jurisdiction may compound offences, 
other than offences for which the punishment for life or imprisonment for a term exceeding three 
years has been provided under the Act. 

No offence shall be compounded if − 

 The accused is, by reason of his previous conviction, is liable to either enhanced 
punishment or to the punishment of different kind; OR 

 Offence affects the socio economic conditions of the country; OR 

 Offence has been committed against a child below the age of 18 years; OR 

 Offence has been committed against a woman. 

The person alleged of an offence under this Act may file an application for compounding in the 
Court. The offence will then be pending for trial and the provisions of Sections 265-B and 265-C 
of Cr. P.C. shall apply. 
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